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Specifikation av CA-certifikat for SITHS

Dokumentets syfte och malgrupp

Syftet med dokumentet ar att beskriva specifikationerna CAs skall efterfélja vid verkan inom SITHS
pre-prod-miljo.

Malgrupp for denna dokumentation ar SITHS Forvaltningsgrupp, SITHS Utvecklingsforum,
Infrastrukturomradets programstyrgrupp och ansluta RA-organisationer.
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Specifikation av SITHS Root CA v1 PP-certifikat

Féljande tabell listar de attribut SITHS Root CA v1 PP-certifikat skall inneha samt vilka varden
respektive attribut skall innehalla.

Critical/  Datatyp
Attribut non
critical
version 3 N/A Integer
serialNumber <Randomiserad med hemlig algoritm i CA- N/A Integer
systemet>
signatureAlgorithm sha-1WithRSAENcryption N/A N/A
(NULL)
issuer N/A N/A
countryName SE N/A Printable
String
organizationName Inera AB N/A UTF8
String
commonName SITHS Root CA V1 PP N/A UTF8
String
validity* N/A N/A
notBefore <Starttid> N/A UTC Time
notAfter <Sluttid> N/A UTC Time
subject N/A N/A
countryName SE N/A Printable
String
organizationName Inera AB N/A UTF8
String
commonName SITHS Root CA v1 PP N/A UTF8
String
subjectPublicKeylInfo N/A N/A
algorithm rsaEncryption N/A N/A
(NULL)
subjectPublicKey** | <Publik RSA-nyckel> N/A Bitstring
certificatePolicies*** [1]Certificate Policy: Non critical Octet string,
Policy Identifier=1.2.752.74.8.1.2.5.1 CPS-
[1,1]Policy Qualifier Info: p0|_nter=IA5
Poli ifi - string
olicy Qualifier Id=CPS
Qualifier:
http://cpspp.siths.se/SITHSRootCAv1PP.html
keyUsage Certificate signing, CRL Signing, Off-line CRL Critical Octet
signing string
subjectKeyldentifier Non critical N/A
keyldentifier <160 bit SKI> Octet
string
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basicConstraints Subject Type=CA Critical Octet string,
Bolean,
integer
Signature <RSA-signatur éver shal-hash> N/A Bit string
* - Giltighetstiden &r 20 &r for SITHS Root CA v1 PP
** - Nyckellangd for SITHS Root CA v1 PP &r 4096 bitar
*** . OID for CPS tilldelas av Inera efter godk&nnande av CPS
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Specifikation av SITHS Type 1 CA v1 PP-certifikat

Foljande tabell listar de attribut SITHS Type 1 CA v1 PP-certifikat skall inneha samt vilka varden
respektive attribut skall innehalla.

Critical/ Datatyp
Attribut non
critical
version 3 N/A Integer
serialNumber <Randomiserad med hemlig algoritm i CA- | N/A Integer
systemet>
signatureAlgorithm sha-1WithRSAEncryption N/A N/A (NULL)
issuer N/A N/A
countryName SE N/A Printable String
organizationName | Inera AB N/A UTF8 String
commonName SITHS Root CA v1 PP N/A UTF8 String
validity* N/A N/A
notBefore <Starttid> N/A UTC Time
notAfter <Sluttid> N/A UTC Time
subject N/A N/A
countryName SE N/A Printable String
organizationName Inera AB N/A UTF8 String
commonName SITHS Type 1 CAv1 PP N/A UTF8 String
subjectPublicKeyInfo N/A N/A
algorithm rsaEncryption N/A N/A (NULL)
subjectPublicKey** | <Publik RSA-nyckel> N/A Bitstring
certificatePolicies*** [1]Certificate Policy: Non critical Octet string, CPS-
Policy Identifier=1.2.752.74.8.1.2.6.1 pointer=IA5 string
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://cpspp.siths.se/sithstypelcavipp.html
keyUsage Certificate signing, CRL Signing, Off-line Critical Octet string
CRL signing
cRLDistributionPoints [11§5Lt:$;'::tgl‘ni":q";e Non critical Octet string, URL-
Full Name: pointer= Context
URL=http://crl1pp.siths.se/sithsrootcavipp.crl specific
[2]CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl2pp.siths.sjunet.org/sithsrootcavipp.crl
authorityKeyldentifier <subjectKeyldentifier fér Root CA> Non critical | Octet string, SKI=
Context specific
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B - [1]Authority Info Access H _
aUthO rltyl nfO rmatlonACC@SS Access Method=0n-line Certificate Status Protocol Non OCtEt stri ng, U RL o
(1.3.6.1.5.5.7.48.1) critical pointer= Context specific

Alternative Name:
URL=http://ocsp1pp.siths.se
[2]Authority Info Access
Access Method=0n-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp2pp.siths.sjunet.org
[3]Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://aiapp.siths.se/sithsrootcavipp.cer
[4]Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://aiapp.siths.sjunet.org/sithsrootcavipp.cer

subjectKeyldentifier Non N/A
critical
keyldentifier <160 bit SKI> Octet string
basicConstraints Subject Type=CA Critical Octet string, Bolean, integer
Path Length Constraint=0
Signature <RSA-signatur éver shal-hash> N/A Bit string
* - Giltighetstid for SITHS Type 1 CA v1 PP 4r 10 ar
** - Nyckellangd for SITHS Type 1 CA v1 PP &r 4096 bitar
*** . OID for CPS tilldelas av Inera efter godkannande av CPS
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Specifikation av SITHS Type 2 CA v1 PP-certifikat

Foljande tabell listar de attribut SITHS Type 2 CA v1 PP-certifikat skall inneha samt vilka varden
respektive attribut skall innehalla.

Critical/ Datatyp
Attribut non
critical
version 3 N/A Integer
serialNumber <Randomiserad med hemlig algoritm i CA- | N/A Integer
systemet>
signatureAlgorithm sha-1WithRSAEncryption N/A N/A (NULL)
issuer N/A N/A
countryName SE N/A Printable String
organizationName | Inera AB N/A UTF8 String
commonName SITHS Root CA v1 PP N/A UTF8 String
validity* N/A N/A
notBefore <Starttid> N/A UTC Time
notAfter <Sluttid> N/A UTC Time
subject N/A N/A
countryName SE N/A Printable String
organizationName Inera AB N/A UTF8 String
commonName SITHS Type 2 CAv1 PP N/A UTF8 String
subjectPublicKeyInfo N/A N/A
algorithm rsaEncryption N/A N/A (NULL)
subjectPublicKey** | <Publik RSA-nyckel> N/A Bitstring
certificatePolicies*** [1]Certificate Policy: Non critical Octet string, CPS-
Policy Identifier=1.2.752.74.8.1.2.7.1 pointer=IA5 string
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://cpspp.siths.se/sithstype2cavipp.html
keyUsage Certificate signing, CRL Signing, Off-line Critical Octet string
CRL signing
cRLDistributionPoints [11§5Lt:$;'::tgl‘ni":q";e Non critical Octet string, URL-
Full Name: pointer= Context
URL=http://crl1pp.siths.se/sithsrootcavipp.crl specific
[2]CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl2pp.siths.sjunet.org/sithsrootcavipp.crl
authorityKeyldentifier <subjectKeyldentifier fér Root CA> Non critical | Octet string, SKI=
Context specific
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B - [1]Authority Info Access H _
aUthO rltyl nfO rmatlonACC@SS Access Method=0n-line Certificate Status Protocol Non OCtEt stri ng, U RL o
(1.3.6.1.5.5.7.48.1) critical pointer= Context specific

Alternative Name:
URL=http://ocsp1pp.siths.se
[2]Authority Info Access
Access Method=0n-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp2pp.siths.sjunet.org
[3]Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://aiapp.siths.se/sithsrootcavipp.cer
[4]Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://aiapp.siths.sjunet.org/sithsrootcavipp.cer

subjectKeyldentifier Non N/A
critical
keyldentifier <160 bit SKI> Octet string
basicConstraints Subject Type=CA Critical Octet string, Bolean, integer
Path Length Constraint=0
Signature <RSA-signatur éver shal-hash> N/A Bit string
* - Giltighetstid for SITHS Type 2 CA v1 PP &r 10 ar
** - Nyckellangd for SITHS Type 2 CA v1 PP &r 4096 bitar
*** . OID for CPS tilldelas av Inera efter godk&nnande av CPS
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Specifikation av SITHS Type 3 CA v1 PP-certifikat

Foljande tabell listar de attribut SITHS Type 3 CA v1 PP-certifikat skall inneha samt vilka varden
respektive attribut skall innehalla.

Specifikation CA-certifikat version 1.0

Conny Balazs

Senast andrad
2012-06-19

Critical/ Datatyp
Attribut non
critical
version 3 N/A Integer
serialNumber <Randomiserad med hemlig algoritm i CA- N/A Integer
systemet>
signatureAlgorithm sha-512WithRSAEncryption N/A N/A (NULL)
issuer N/A N/A
countryName SE N/A Printable String
organizationName | Inera AB N/A UTF8 String
commonName SITHS Root CA v1 PP N/A UTF8 String
validity N/A N/A
notBefore <Starttid> N/A UTC Time
notAfter <Sluttid> N/A UTC Time
subject N/A N/A
countryName SE N/A Printable String
organizationName | Inera AB N/A UTF8 String
commonName SITHS Type 3 CAv1 PP N/A UTF8 String
subjectPublicKeyInfo N/A N/A
algorithm rsaEncryption N/A N/A (NULL)
subjectPublicKey | <Publik RSA-nyckel> N/A Bitstring
certificatePolicies* [1]Certificate Policy: Non critical Octet string, CPS-
Policy Identifier=1.2.752.74.8.1.2.8.1 pointer=IA5 string
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://cpspp.siths.se/sithstype3cavipp.html
keyUsage Certificate signing, CRL Signing, Off-line Critical Octet string
CRL signing
cRLDistributionPoints [1]?;:;?;'2:1:”:‘:“";6 Non critical Octet string, URL-
Full Name: pointer= Context
URL=http://crl1pp.siths.se/sithsrootcavipp.crl specific
[2]CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl2pp.siths.sjunet.org/sithsrootcavipp.crl
authorityKeyldentifier | <subjectKeyldentifier for Root CA> Non critical | Octet string, SKI=
Context specific
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B - [1]Authority Info Access H _
aUthO rltyl nfO rmatlonACC@SS Access Method=0n-line Certificate Status Protocol Non OCtEt stri ng, U RL o
(1.3.6.1.5.5.7.48.1) critical pointer= Context specific

Alternative Name:
URL=http://ocsp1pp.siths.se
[2]Authority Info Access
Access Method=0n-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp2pp.siths.sjunet.org
[3]Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://aiapp.siths.se/sithsrootcavipp.cer
[4]Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://aiapp.siths.sjunet.org/sithsrootcavipp.cer

subjectKeyldentifier Non N/A
critical
keyldentifier <160 bit SKI> Octet string
basicConstraints Subject Type=CA Critical Octet string, Bolean, integer
Path Length Constraint=0
Signature <RSA-signatur éver sha512-hash> N/A Bit string
* - Giltighetstid for SITHS Type 3 CA v1 PP 4r 10 ar
** - Nyckellangd for SITHS Type 3 CA v1 PP &r 4096 bitar
*** . OID for CPS tilldelas av Inera efter godk&nnande av CPS
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